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PASSWORD CRACKING WITH JTR

Background

John the Ripper (JTR) is a popular password cracking tool used by security professionals to test how strong
passwords are. It started as a tool for Unix systems but now works on Windows, Linux, and Mac. It can
check many types of password hashes and also unlock password protected files like PDF, ZIP, and Office
documents.

Johnny is the graphical version of John the Ripper. It gives a simple point and click screen, so beginners can
use JTR without typing long commands. Both tools are widely used in security testing and learning labs to
understand password safety.

In this lab task you will use JTR John and JTR Johnny to recover the password of a protected PDF file. This
exercise helps you learn how password cracking works and why it is important to use strong passwords for
protection.

Crack the password of attached PDF file (My Locked PDF1.pdf) using JTR
JOHN and JTR JOHNNY tools on your Windows PC.

Related Info:

Note: If you are using Kali Linux then you can open JTR (John The Ripper) directly because it comes pre-installed in Kali Linux



STEP 1

Download John the Ripper from official website on your windows PC:

https://www.openwall.com/john/

or https://distro.ibiblio.org/openwall/projects/john/1.9.0/

or you can download from Google Drive:
https://drive.google.com/drive/u/1/folders/1aHtgOh7U9mQhkN8VHU7ctTyaDg5Kbulx

(Openwall
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John the Ripper password cracker
John the Ripper is an Open Source password security auditing and password recovery tool available for many operating systems. John the Ripper jumbe supports hundreds of hash and cipher types, inchuding for: user passwords of Usix flavors (Linux, *BSD, Solaris, AIX, QNX, etc.),

macOS, Windows, “web apps” (¢ g, WordPress), groupware (c g, Notes Domino), and databese servers (SQL, LDAP. etc ), network traffic captures (Windows network authentication, WiFi WPA-PSK, etc ), encrypted peivate keys (SS! crypocurrency wallets, etc ), filesystems and
disks (macOS dmg files and “sparse bundles”, Windows BitLockes, et ), archives (ZIP. RAR. 72), and documen files (PDF. Microsoft Office’s, etc ) These are just some of the examples - there ase marry more

Hash Suite - Windows password secunty sudit tool. GUL reports in PDF
Joha the Ripper is free and Open Source software, distributed prisaarily in source code form If you would rather use a commercial product, plesse consider Jobasthe Ripper Pro. which n distributed primarily i the form of “native” packages for the target operating systems and in general is
be casier 1o matall

« Joha the Ripper Pro for Linux
* Joha the Repper Pro for macOS

* On Windows, consider Hash Suite (developed by a contributor to John the Ripper) Get o e Ripper apparel 0. Dny

* On Android, consider Hash Suite Droid Clotimg ek rappcet e progect

Download the latest John the Ripper development snapshot or jumbo release (release potes)

* Development source code 1n Grub sepository (dowaload s a2 or £3p) — recommended in preference of the release
* 19.0-jumbo-1 sources m tarxz. 33 MB targz, 43 MB fdate, with .

* 19.0.jumbo 1 64-bit Wi ies in 7¢, 22 MB (s f zip, 63 M |

+ 19,0 jumbo-1 32-bit Windows binaries in 7z, 21 MB (signatare) of P ST NI signature)

Run Joha the Ripper jumbo in the cloud (AWS):

STEP 2
Download Johnny GUI from official website:

https://openwall.info/wiki/john/johnny
or you can download from Google Drive:
https://drive.google.com/drive/u/1/folders/1aHtgOh7U9mQhkN8VHU7ctTyaDg5Kbulx

New WIT Emais 78,

Binaries 2.2 (CURRENT)

- Windows :|@johnny 2.2 win.zip

- QS X : @jjohnny_2.2_osx.zip

- Linux : binaries are not provided, you should build the software from source (see @https://github.com/openwall/johnny/blob/v2.2/INSTALL and Sources
section).

Binaries 2.1 (OLD)

- Windows : @1johnny_2.1_win.zip

- 9S X : @jjohnny_2.1_osx.zip
- Linux : binaries are not provided, you should build the software from source (see @https://github.com/openwall/johnny/blob/v2.1/INSTALL and Sources

section).

Binaries 2.0 (OLD)
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https://www.openwall.com/john/
https://distro.ibiblio.org/openwall/projects/john/1.9.0/
https://drive.google.com/drive/u/1/folders/1aHtgOh7U9mQhkN8VHU7ctTyaDg5KbuJx
https://openwall.info/wiki/john/johnny
https://drive.google.com/drive/u/1/folders/1aHtgOh7U9mQhkN8VHU7ctTyaDg5KbuJx
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Run the setup file & install Johnny as shown in below:

» ThisPC » Downloads » JTR_Johnny GUI Win x64

jehnnylnstaller.e
Xe

After installation, open Johnny:

VMware johnny
L stati...

Click on settings & browse:

& Johnny - [m] X
File Attack Passwords Help

Open password file, Open session.

@ Johnny relies on John the Ripper for the actual work. Set the path to John's main executable below, it can be either core John or jumbo John. Jumbe is the recommended option, since it
supports many more features, attack modes and hash types than core (also called proper) John.

B e e ey e [ || Erowse |
AL No valid John The Ripper executable detected at this path |

Options Update interval (in seconds):

¥ Interface language: english ~
sl H

fatisfic:

Settings

s

Console log




Select John.exe:

]
Open password fle, Open session,  Start nev

Q

Passwords

Gptions

o0l

Statistics

Settings

-

Console log

b v ﬂ“

Resume

=

ck Pauseattack Guesspassword | Copy

Export.

Johnny relies on John the Ripper for the actual work. Set the path to Johns main executable below, it can be either core John or jumbo John, Jumbo is the recommended option, since it

supports many more features, attack modes and hash types than core (also called proper) John.

John the Ripper executable: |

Browse
1o valid John The Ripper executsble detected at this path |
Update interval| #h Open
e « « 4[> ThisPC 5| Downloads > JTR John CLIWinx64 > john-19.0-jumbo-1-win6d > run [ Search run
Organize »  New folder
Temp - Office# ™ Name Date modified Type Size
Temp - GNS3 [ ] itunes_backup2john.pl PLFile 6KB
Temp - NW G & iwork2john.py JetBrains PyChar... 5KB
Temp - NWV [ 7 john.bash_completion BASH_COMPLETL.. 328
hn.conf CONFFil 113KB
B2 Daily Ses: e —
[&] john.exe Application 6938 KB
Cheatsheets t T T john.zsh_completion ZSH COMPLETIO- SKE
Automation | [&] john-avx.exe Application KB
07. OSPF [ john-avx2-non-omp.exe Application
Autornation [ john-avx-non-omp.exe

Application
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Cancel

*john.exe file is located in the run folder as shown in this screenshot.

‘ Johnny

File Attack Passwords

Open password fle, Open session. 5

Q

Passwords

Options

w0l

Statistics

Settings
)]

Console log

Help

T W

= att uess password | C

Export

Johnny relies on John the Ripper for the actual work. Set the path to John's main executable below, it can be either core John or jumbe Jehn. Jumbe is the recommended option, since it

supports many more features, attack modes and hash types than core (also called proper) John.

John the Ripper executable: |C:/Users/user/Downloads/TTR_John CLI Win x&4fiohn-1.9.0-jumbo-1-win&4jrun/iohn.exe

Detected John the Ripper 1.8.0-jumbo-10MP [cygwin 64-bit x86_64 AVX2 AC]

Update interval (in seconds):

Interface language: english =

Browse




STEP 3

Follow below steps to crack the password.
PDF

My Locked

Download the encrypted PDF file to your PC: PDFLpef

Open the hash website & upload your pdf file to find its hash:

https://www.onlinehashcrack.com/tools-pdf-hash-extractor.php

H PDF Hash Extractor | Online Hasl X

Online HashCrack
Professional Password Recovery

H PASSWORD RECOVERY HOW TO?
Hash, WPA. Office. PDF. Archives Tutorials About Password

PDF HASH EXTRACTOR - INSTANTLY

This page will extract the information needed from your PDF to convert it to hash, also known as pdf2john or pdf2hashcat.

Select and Upload your PDF:

Select file...

Notes

« Uploaded files will be deleted immediately. We do NOT store your files.
« Thissite is using pdf2john from JohnTheRipper to extract the hash

« The goal of this page is to make it very easy to convert your PDF file (.pdf) to “hashes" which hashcat or John can crack.
« We canalso recover password of PDF protected file.

* Maxsize: 200 Mb

FREE TOOLS

ABOUT
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Q% ¢ 30 :

CONTACT

Browse the P

DF file & click on Upload:


https://www.onlinehashcrack.com/tools-pdf-hash-extractor.php
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I H POF Hash Extractor | Online Hasi X +

(]
&« C @ onlinehashcrack.com/tools-pdf-hash-extractor.php e Guest
On|lne HqshC(ock PASSWORD RECOVERY HOW TO? FREE TOOLS ABOUT CONTACT
Professional Password Recovery

PDF HASH EXTRACTOR - INSTANTLY

e einf your PDF tc

t to hash, also known as pi

Select and Upload your PDF:
My Locked PDF1.pdf

Remov:z Upload Browse...
—P

Notes

* Uploaded files will be deleted immediately. We do NOT store your files.
o This site is using pdf2john from JohnTheRipper to extract the hash

* The goal of this page is to make it very easy to convert your PDF file (.pdf) to "hashes"” which hashcat or John can crack.
: 1 rd of PDF protected file.
p:

Select & copy the hash value:

H POF Hash Extractor | Online Hasl X

& C @ onlinehashcrack.com/tools-pdf-hash-extractor.php e Guest
OnlineHashCrack M PASSWORD RECOVERY =~ HOW TO?  FREETOOLS  ABOUT  CONTACT
P Paswrd Fucovey
PDF HASH EXTRACTOR - INSTANTLY
This page will extra

act the information needed from your PDF to convert it to hash, also known as pdf2john or pc

Select and Upload your PDF:

Select file. Remove  Upload Browse...

Output:

$pdf$4=4*128*1060*1*16°55d1a5c14175da449753199e44971d32*32*777d021a7f3c5ae598c0c64

95c7f76e00000000000000000000000000000000*32 *ceecdac74b19b5a62688d3b3524e1374c9: > mmm
bb?cc3c45316494d9446ef81af’

Copy Ctri+C
Search Google for SpdRoa 2712810607116
Print.. Ctri+P
NOtes Inspect Ctrl+Shift+]

¢ lininaded filacwill he delatad § We do NOT stare vour file:

*Note: If your hash contains extra characters like b' in the start then make sure to remove those when
saving in txt file (hash value should be in the format shown in above screenshot i.e. starting with $pdf$....).




Open notepad:

atu Quiz  Micy
platevl..  Edge

Al Apps

Best match

View
% cut

Copy path

& onlinehashcrack.com/tools-pdf-hash-extractor.php

| Notepad
" App

s
I Sticky Notes

Search the web

£ NOTE - see web resuits
£ notepad

A~ notepad++

£ notes

2 notepad++ download
£ notebook

£ note 10 lite

£ notes app

Documents (4+)

PASSWORD RECOVERY

Recent

passwordilst - in run
passwordJst - i run 7fd021a7f3c5ae598c0c64
6880303524€1374c955¢
Hash(a_3).txt

johnixt

New Text Document.txt

My john v2 updated wordlisttxt

Tt

VMware WS Pro18 (working ok) key.txt

£ NoTE

L

-

L
X

Watu O
Template v1

=

16.1. Network CEH11_M

Nalware

AT Lab.pdf

< ]

OnlineH

Save as text file:

ashcrack

& onlinehashc ntitl

File | Edit

81 @ ZP/RAR/ T-zip A Task Manager # AnyDesk

Share  View
4 cut

Copy path

Notepad
Format View Help

Undo Cti+Z

Cut CtrleX

PDF HA

Paste Ctrl+V

Select al

Ctri+E
Ctrl+F
B2
Shift+F3
Ctri+H
Cirl+G

Search with Bing..

Replace.

Go Tow

Select All Ctri+A
Time/Date 5

Ln1,Col 1

HOW TO?

FREE TOOLS

® PDF Hash Extracts

100%  Windows (CRLF) UTF-8

ABOUT

etwork

FHsetectan

Edit Select none

Open

O cuest

CONTACT

FH setectan

Select none

Open

ONTACT

[ New folder

@ 2P/ RAR/T- # AnyDesk

FY sohnny

® PDF Hash Extrac.

I8 Untitled - Notey

o 2 B



| nline

C @ onlinehashd

File

Online Hash Crack
16.1. Netwo ' -
Protection

PDF HA

*Untitl Notepad

Edit Format View Help
New Cirl+N
NewWindow  CtrleShifteN
Open.. Ctri+0

Saveds. |\ CtsShiftsS

NAT Lab,pdf

Select a

eb20

61
DEMO ..

New Text
Document....

Fage setup.

Print. Ctrl+P

Exit

Share  View
cut

Copy path

a5c14175dad449753199e44971d32*32%777fd821a7f3c5ae598cBc6495c 7

Ln 1, Col 100

etwork

EH setectan

Select none

ONTACT

100%  Windows (CRLF)

[ New folder a1

@ ZIP / RAR/ 7-7ip...

& onlinehashd 3

Online Hashcrack

PDF HA

NAT Lab. peif ip File
Manager

|-

leBin  Pytho
b

Select ar

« ~ 4 1> ThisPC > Downloads »

Organize ~  New folder
B22Daily Ses:# A Name
Cheatsheets t
Automation |
07.0SPF
Automation
CEH V11
New folder

@ OneDrive

[ ThisPC

New folder

& Task Manager # AnyDesk Y sohnny

Share  View
cut

—| wa Copy path
Pin to Quick_Copy _Pa. Move  Copy

File Ed

h New folder

Date modified

No items match your search,

 PDF Hash Extrac..

Delete Rename

File na

Saveasty

A Hide Folders

Encoding: |UTF-8

.

Cancel

Ln1, Col 100

IR New fol

Open Johnny again:

ider @ ZIP / RAR / T-zip.

& Task Manager # AnyDesk Y Johnny

100%  Windows (CRLF)

® PDF Hash Extrac..

000000000000000000000

M “Untitled - Note.

] "Untitied - Note...

open - Fsetectan
et Setect none

O cuest

CONTACT
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VMware johnny
lestati...

Click on ‘Open password file’:

FY sohnny

File Attack Passwords Help

Open password file, Open session, St Copy Exporty

Open password file (PASSWD format)

Open other file format (*2john)

NAT Lab.pe Options

EUB

Statistics

Recycle Bin Settings

P

Console log

Qld Desktop
Dellts

I New folder Gy @ZP/RAR/7-zpAr. @ (G B TaskManager

[ Johnny & PDF Hash Extractor ... &F s B

Browse to the hash1.txt file that you have just saved & click on Open:
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« 1 ThisPC > Downloads > New folder

Organize »  New folde (7]

Cheatsheetst# ~ [

Automation | I B hashit
07. 05PF

NATLabpdf  7-Zip File

Manager Automaticn

CEH VI
New folder
& OneDrive
ycle Bin

[ This PC

File name: | hash1.tet
Cancel

Desktop
D

n

New Text

IR New folder &1 @ ZP/RAR/ ® [ @ Task Manager Y Johnny & PDF Hash Extractor ..

Click on ‘Start new attack’:

FY tohnny
File Attack P

=

J
Network CEH11_Mo. Open password file, Open session, || Start new attack Guesspassword ~ Copy  Export,
7 Malware e) Filter Select columns | | [ show only checked (] Show only cracked

Passnords

User Password Hash Formats GECOS
$pdf$4*4*128"-1060*1%16... PDF

7-Zip File Options

Manager -
0l

Statistics

Recycle Bin on 3 Settings

P

Console log
e

16Feb20 0ld Desktop
DEMO ... on Dellts

0% (0]1: 0 cracked, 1left) [form:

o [l New folder Bl @@ZP/RAR/7zipAr. @ (0 | Task Manager ® AnyDesk [ Johnny & PDF Hash Extractor .. A

Your PDF file password will be cracked (it might take some time depending on your computer

speed & password complexity):
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VMware
kstati..

Template v1.. F3 Johnny

File Attack Passwords Help

Open password file. Open session,  Start new attack. Guesspassword  Copy  Export.
e) Fitter

Select calumns ¥ | | (] show only checked [ Show only cracked
User Formats

Hash
Passwords
L@

GECOs
$pdfsa747 1287106071716
NAT Lab.pdf Options

EUB

Statistics

Settings

Deskiop
’

0ld Desktop
on Dellts
M 1002 (y2: 1 cracked, 0lefy) fomat=50F]

Console log

[l New folder 8] @@ ZP/RAR/7ZipAr. @ (@) &8 Task Manager ® AnyDesk Y Johnny & PDF Hash Extractor . ® = oz f ez B

Now you can use this password to open your PDF file.
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Open the encrypted PDF:

@

i T H

Open password fle. Open session.  Start new attack Guesspassword  Copy  Export.

Fiter
Password Hash Formats
password1 $pafs4*4°128°-1060%1716 .. PDF
B8 open -

Select none

" L History Invert seiection
ipboard
ThisPC > Downloads > New folder

82304 A

MyVi

[l My Locked PCF1.pdf
Camt

Temp £ Hash1
Temp
Temp
Temp
820
Chest
Autor
07. 0SPF
Automat
CeHvI
New folc
New Text
Document @ Oncdrive
8 This PC
& Network

3items  1item selected 65.1K

B New folder 8 RAR/7-zipAr. @ 88 Task Manager Y Johnny ® PDF Hash Extractor ...

Enter passwordi1 (which you have just cracked):

File Edit View Sign Window Help

Home  Tools Try Acrobat Pro DC ) Sign In

Recent

Recommended tools for you o
starred XD Do more when you sign in

I = Auto-fil forms, save signatures. and access
Comment Fill & Sign Edit PDF

Scan= 72 9 L your files from anywhere when you sign in.

Add comments vith sticky Complete forms yourself or send Edit text and images fast. Fix a Convert a PDF to Microsoft
- notes, highlights, and more. 10 others to sign. typo or crop an image. Word, Excel, and more.

Use Now Use Now Use Now Use Now
My Computer
Document Cloud

Recent
Add an Account
NAME SIZE
[—
SHARED
Ermn  CCNABatch-22 Scheduld “networkwalks_flagl.pdf is protected. Please enter a Document Open Password 3

Shared by you PDF i

I Enter Password: [ I

Shared by others

02. TCP IP Model Cheats|

681
cor oK Cancel

01. OSI Model CheatSheet -
PDF

SIGN

v.networkwalks.com) v1.3

All Agreements

MIE-Consent . Sors
= FOF \ 2019
MIE-Consent (1) . .
PDF o
T)  \elcome . o1 _
r eoF

Clear Recent

[ 8 Tesk Manager * AnyDesk EY Johnny & PDFHash Extrac..  J- Adobe Acrobat

Your PDF file will open.
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File Edit View Sign Window Help

Home  Tools flagl.. x

% 68 Q o
Congratulations!

You have captured your 1% flag.

©

Let's continue this amazing journey of Cyber Security with incredible team of instructors at
Networkwalks

@ a
= S

Sign In

B Export POF

Adobe Export PDF

Convert
or Excel

les to Word
ine

Select POF File
networkwalks_flagl.pdf X
Convert to
Microsoft Word (*.docx] bt

Document Language:
English (US) Change

=
o=

Edit PDF
E{‘) Create PDF

& Comment

Create, edit and sign PDF
forms & agreements

Start Free Trial

® AnyDesk

-End-
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Extra References & tips

ES Encryption is a two-way function; what is encrypted can be decrypted with the proper key. Hashing, however, is

a one-way function that scrambles plain text to produce a unique message digest, as shown in below.

Encryption
(used to protect sensitive information)
ti00
- 1a1] -
et Encryption Decryption N—
Plain text Encrypted text Plain text
Hashing
(used to validate information)

— <
— T Ve
j— - " ‘eonaz)

“iaven
Plain text Hashed Text

Hash Function

" DO YOU KNOW?

2026 - South Africa - MTN Group's 2025 breach escalated in 2026, over 5,700 customers affected in Ghana alone and criminal
investigations opened across multiple countries

2025 - Namibia - Telecom Namibia refused to pay ransom, attackers leaked billing data of senior government officials, exposing
personal records of thousands of subscribers

2025 - Senegal - National tax authority ransomware attack threatened to erase and leak fiscal records covering millions of citizens and
businesses

2024 - Uganda - Hackers broke into the Bank of Uganda and stole $16.8 million (one of Africa's largest ever banking cyber heists)
2024 - Nigeria - Fintech giant Flutterwave was hacked and ~$7 million silently diverted from customer accounts

2024 - South Africa’s Cell C breach exposed 2TB of data from 7.7 million customers, including ID numbers and banking details
2024 - Kenya's Urban Roads Authority (KURA) suffered a major data breach exposing sensitive government infrastructure data

2024 - Cameroon’s National electricity provider ENEO was cyberattacked, suspending power management applications nationwide
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© All Rights are reserved, Networkwalks
Contact us today for your Cybersecurity & Network consultancy or your next training course & certification on
Cisco CCNA, Cybersecurity, Ethical Hacking, Python programming, Linux & Al.

®» +27766222218 | +27 788220 600

Leave your feedback at: info@networkwalks.com. Your technical questions, comments & suggestions are always Welcomed.

www.networkwalks.com
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