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WEEK 2 | PROJECT MODULE 5

NETWORK SCANNING WITH ZENMAP

Background

Zenmap is the official GUI version of Nmap which can be used on Windows PC. It is a security scanner
software tool which is used by Cybersecurity professionals & Hackers. It is a multi-platform (Linux, Windows,
Mac OS X, BSD, etc.) free and open source application which aims to make Nmap easy for beginners to use
while providing advanced features for experienced Nmap users. Frequently used scans can be saved as
profiles to make them easy to run repeatedly.

Task1
Task2
Task3
Task4
Task5
Task6
Task7

Download & install Zenmap from official website on your Windows PC
Find your local IP address & your LAN subnet

Find the list of live hosts/PC’s in your IP subnet

How many hosts are live in your subnet?

What are the IP addresses of the live hosts?

What are the MAC addresses of the live hosts?

Display & save the output topology in PDF Format on your desktop

Important Information:

Instructor has used 10.0.0.0/24 subnet in this guide. Your subnet & results might be a bit different based on your
network configuration. Just follow these same steps with your local subnet & complete it accordingly. Consult the lecture
video recording in which instructor has explained this practically step by step.



Task1 Download & install Zenmap from official website on your Windows PC:

https://nmap.org/download.html

% | o Downlosd the free Nmas Secwr X +

& nmap.org/dos
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Nmap Security
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Downloading Nmap

Ninap and Zeamap (the graphical front end) are available in several versions and formats. Recent source releases and binary packages are descxibed below. Older version (and sometimes newer test releases) are available from the dist directory (and really old ones are in
dist-old). For the more security-paranoid (smart) users, GPG defached signatures and SHA-| hashes for cach release are available i the sigs directory (verification instructions). Before downloading, be sure to read the relevant sections for your platform from the Nmap
Install Guide. The most important changes (features, bugfixes, etc) in cach Nmap version are described in the Changelog. Using Nmap is covered in the Reference Guide, and don't forget to read the other available documentation, particularly the new book Nmap
Network Scanning!

Ninap users are enconraged to subscribe 1o the Ninqp-hackers mailing list It is a low volume (7 posts in 2015), moderated list for the most important announcements about Nmap, Insecure org, and related projects. You can join the 18,953 current subscribers (as of
September 2017) by submitting vour email address here

Subscribs to Nmap-hackers
(or subscribe with custom options from the Nmap-hackers list mfo page)

You can also get updates from ous Facebook and Twitter pages

Nmap 15 distributed with source code under custom license terms similar to (and derived from) the GNU General Public License. as noted in the copyright page.

Microsoft Windows binaries

Please read the Windows section of the Install Gusde for limitations and mstallation mstructions for the Windows version of Nmap. You can choose from a self-installer (includes dependencies and also the Zenmap GUT) or the much
e smaller command-line zip file version. We support Nmap on Windows 7 and newer, as well as Windows Server 2008 and newer We also maintain a guide for users who must run Nmap on earlier Windows releases
= Searc - . -

Spons: Note: The version of Npeap meluded i our installers may not always be the latest version. If you experience problems or just want the latest and greatest version, download and mstall the latest Npeap release

The Nmap executable Windows installer can handle Npcap installation, registry performance tweaks, and decompressing the executables and data files into your preferred location. It also includes the Zenmap graphical fromend. Skip
all the complexsty of the Windows zip files with a self-installer

Latest stable release self-installe
Latest Npcap release self-installe)

B Nenap Setup

License Agreement
Please review the icense tems before instaling Nmap.

Press Page Down to see the rest of the agreement.

IFor more information on this icense, see hi
0. Preambe

The intent of this icense is 1o establsh freedom to share and change the software
reguisted by the icense under the open source model. Tt also ncudes a Contributor

y warranty on C

[compenies wishng to use of corporate Covered Software nithn ther programs must
to purchase w0 wish 10

< 15 0f C Free software.
Jwrite Licensor to request a waiver of terms.

1f you accept the terms of , dick I
Bgreement to install Nmap.



https://nmap.org/download.html

(# Nmap Setup - X

Choose Components o
Choose which features of Nmap you want to install. \ $ Y

Check the components you want to install and uncheck the components you don't want to
instal, Click Next to continue.

Select components to install: [ [./][F® o cw

[V] Register Nmap Path

[¥] Nocap 1.00

[¥] Network Performance Img
[¥] zenmap (GUI Frontend)
Ndiff (Scan comparison to|
[¥] Ncat (Modern Netcat rein|
[v] Nping (Packet generator)

< >

Space required: 84.2MB

<sac || next> | | cance

(@ Nmap Setup - x
Choose Install Location (=
Choose the folder in which to install Nmap. \ ) ’

Setup will install Nmap in the following folder. To installin a different folder, dick Browse and
sedect another folder. Clidk Install to start the installation.

Destination Folder
Browse. ..

Space required: 84, ZMB
Space available: 45.4GB

<o cace

Click on install:

Instaiation Options

Please revien the folowing optns before nstaling Moxap 1.00

Legacy loacbad: moport for Aman 780 and aider. ot needed for Wreshark.
[ JRestrct Nocap dver's access to Admristators orfy
2 Support raw 80211 rafc (and montor mode) for wreess adapters

£ instal Mpcap n WinPcap APL compatble Mode




Click on finish & open Zen-map:

Task2 Find your local IP address & your LAN subnet:
Open CMD & run ipconfig command to find your PC’s local IP address &

your local LAN subnet:

= I B
Desitop spp

cmd

£ cmdb

md commands

cmder

cmdi

O ERTEY]




Task3 Find the list of live hosts/PC’s in your IP subnet:

Open Zenmap, input the local LAN subnet & select Ping Scan to find the list of

live hosts in your subnet:

= Fenmap

Scan Tools  Profile

Help

Target: | | 10.0.0.0¢24

05 1 Host

Filter Hosts

F

Profile: | | Ping scan b Scan Canc

Command: | nmap -sn 10,0.0.0/24

Nmap Output Ports / Hosts Topology Host Details Scans




= Tenmap - O x
Scan  Jools Profile Help

Target | 10.0.0.0/24 ~| Profile  Ping scan w

Command: | nmap -sn 10.0.0.0/24

Services Nmap Output Ports / Hosts Topology Host Details Scans

0% 4 Host a nmap -sn 10.0.0.0/24 ~ Details
W 10,001 Starting Mmap 7.91 ( https://nmap.org ) at 2621-96-11 61:08 South Africa Standard Time
Nmap scan report for 18.9.0.1
® 10004 Host is up (8.8@s latency).
W 10.005 MAC Address: B@:58:56:E3:B3:2C (VMware)
Nmap scan report for 19.0.0.4
W 10.0019 Host is up (@.@@12s latency).

MAC Address: ©9@:8C:29:08:94:8F (VMware)

Nmap scan report for 10.0.0.19

Host is up (@.80836s latency).

MAC Address: ©8:58:56:E9:64:82 (VMware)

Nmap scan report for 18.8.8.5

Host is up.

Nmap done: 256 IP addresses (4 hosts up) scanned in 2.82 seconds

Filter Hosts

Task4 How many hosts are live in your subnet?

Answer: 4 hosts are live (including my PC)

Task5 What are the IP addresses of the live hosts?
Answer: 10.0.0.1
10.0.0.4
10.0.0.19
10.0.0.5

Task6é What are the MAC addresses of the live hosts?
Answer: 00:50:56:E3:B3:2C
00:0C:29:C0:94:8F
00:50:56:E9:64:82
00-0C-29-40-C0-93 (use ipconfig /all to find local MAC)



Task7 Display & save the output topology in PDF Format on your desktop:

Click on Topology, turn on legend, read the legend in detail & click on Save

Graphic:
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The PDF file will be saved on your desktop.



Scan Tools Profile Help
Target: | 10.0.0.0/24 | Profile: | Ping scan v Scan

Command: | nmap -sn 10.0.0.0/24
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Save the topology PDF and include it in your final report.

After completing these tasks, please answer all Questions on Lab Page:

https://networkwalks.com/zenmap-network-scanning-practice-lab/



https://networkwalks.com/zenmap-network-scanning-practice-lab/

Extra References & tips

Do you know?

v Zenmap & Nmap have been spotted in many Hollywood movies in Hacking scenes.
For example:

Matrix Reloaded Movie (2001)
Ocean's 8 Movie (2018)
Snowden Movie (2016)

Dredd Movie (2012)

Elysium Movie (2013)

Full list: https://nmap.org/movies/

v Nmap has been also been referenced in many news articles, reviews, books & popular culture references.

Here is the full list: https://nmap.org/nmap_inthenews.html

v" Visit networkwalks.com for more interesting articles on Cyber Security & IT
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