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WIRESHARK PACKET CAPTURE

Background

Wireshark is a free tool that captures the packets moving across a network and lets you read them one by
one. Network engineers use it to find problems and security teams use it to spot suspicious traffic.

When you open a website, your laptop first asks a DNS server for the IP address of that website. It then
connects to that IP address and starts a secure TLS connection. In this lab you will capture your own Wi-Fi
traffic while you open a website, and read this information from the packets.

Capture your own Wi-Fi traffic with Wireshark on your Windows laptop while
you open networkwalks.com, then find the six answers below in the packets.

Website: https://networkwalks.com

Questions to answer:

1. What is the IP address of your own laptop?

2. What is the IP address of your DNS server?

3. What is the IP address of the website networkwalks.com?

4. Which website name (Server Name) is sent in the TLS Client Hello?
5. Which server port is used for the secure connection?

6. Which TLS version does the website use?

Submit one screenshot of Wireshark showing the DNS answer with the website IP, and your
answers to the six questions.
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STEP 1
Close all browser windows. Open Command Prompt and run this command to clear the DNS

cache:
ipconfig /flushdns

You should see Successfully flushed the DNS Resolver Cache. Without this step your laptop may

remember the website and skip the DNS query.

CAWINDOWS\system32\cn X I

Microsoft Windows [Version 10.0.26200.9457]
(c) Microsoft Corporation. All rights reserved.

C:\Users\userll>ipconfig /flushdns

Windows IP Configuration
Successfully flushed the DNS Resolver Cache.

C:\Users\userll>|

STEP 2
Open Wireshark. On the start screen, double-click the adapter that shows a moving line (usually

Wi-Fi). The capture starts at once.

/| The Wireshark Network Analyzer - o x

File Edit Vview Go Capture Analyze Statistics Telephony Wireless Tools Help
AdmJ® XE ] = S5 & B H

(W ]2pply a display fitter ... <Ctri->

e

Welcome to Wireshark
4.6.9 (v46.9-0-g2d548b197¢75). You receive automatic updates.

Open
C:\Users\user 1 1\Desktop\BGP Capture from GNS3.pcapng (not found)

Capture
.using this filter: [ [Enter a capture filter . ~] |Allinterfaces shown~
WiFi U DY VI
Docs

Adapter for loopback traffic capture A~
Local Area Connection* 11

Local Area Connection* 10

BE

Local Area Connection” @
Bluetoath Network Connection
Local Area Connection” 2

Ethernet 5

7 Ready to load or capture No Packets Profile: Default |
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STEP 3
Open a new Incognito window in Chrome (Ctrl + Shift + N) and go to the website. Wait until the
page loads fully.

https://networkwalks.com

Come back to Wireshark and stop the capture with the red square button.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm @ cRRERes=FTIEEQaQaQaEH

Apply a display filter .. <Crl-/> -
N Time  Source Destination Protocol Length  Info

192.168.4.3 57.144.149.32 TLSv1.2 124 Application Data

7.144,149.32 192.168.4.3 TP 6@ 443 » 39798 [ACK] Se 61 Ack=219 Wil 71 Len=@

7.144.149.32 192.168.4.3 TCP 68 443 - 27657 [ACK] Seq=361 Ack=213 Win=1941 Len=6 |

7.144,149.32 192.168.4.3 TLSvl.2 126 Application Data 1
44.149.32 192.168.4.3 TLsvi.2 126 Application Data

192.168.4.3 104.26.42.169 TLSv1.3 159 Application Data

192.168.4.3 57.144.149.32 TP 54

192.168.4.3 57.144.149.32 Tcp 54

192.168.4.3 74.125.2086.188 TP 55

104.208.42.169 192.168.4.3 TP 68 39264 Len=@

74.125.206.188 192.168.4.3 Tcp 66 5228 » 32169 [ACK] Se 845 Len=0 SLE=1 SRE=2

104.208.42.169 192.168.4.3 TLSV1.3 434 Application Data

192.163.4.3 164.20.42.169 Tcp 54 39937 + 443 [ACK] Se 5280 Len=0

192.168.4.3 23.183.242.198 TLSv1.2 83 Application Data

23.103.242.198 192.168.4.3 TP 6@ 443 + 4525 [ACK] Seg=1 Ack=3@ Win=255 Len=@

23.103.242.198 192.168.4.3 TLSv1.2 79 Application Data 'l

192.168.4.3 23.183.242.198 TP 54 4525 + 443 [ACK] Seq=38 Ack=26 Win=1828 Len=8

192.168.4.3 141.227.178.79 TP 55 [TCP Keep-Alive] 51677 + 443 [ACK] Seq=1 Ack=1 Win=255 Len=1

141.227.178.79 192.168.4.3 Tcp 60 [TCP Keep-Alive] 443 + 51677 [ACK] Seq=6 Ack=2 Win=501 Len=b

192.168.4.3 141.227.178.79 TCP 54 [TCP Keep-Alive ACK] 51677 + 443 [ACK] Seq: Ack=1 Win=255 Len=8

1786 11.1.. 192.168.4.3 168.79.1084.18 TCP 55 53198 + 443 [ACK] Seq=1 Ack=1 Win=253 Len=1

> Frame 37: Packet, 76 bytes on wire (608 bits), 76 bytes captured (68 bits) on interface \Device\NPF_{C194A6BE-74DA-4FE1-96E3-52CC0291915C}, id @ G000 16 B2 3d 2F 28 5F B b2 9b 42 2 20 08 60 45 08 -=/)_- -
> Ethernet II, Src: Intel_42:2:26 (c8:b2:9b:42:72:20), Dst: RuijieNetwor_2f:29:5f (10:82:3d:2F:29:5¢) 0012 0@ 32 11 43 00 00 50 11 00 G0 O 38 04 @3 @ a8 > I

> Internet Protocol Version 4, Src: 192.168.4.3, Dst: 192.168.4.1 e g g; g: g; g ;Z g: ;: :2 g: 3? ;? g; g: ';'g g: s ;
> User Datagram Protocol, Src Port: 62977, Dst Port: 53 Bl o oo 03 o0 o or oo oo o9 o1 6o o1 e com
> Domain Name System (query)

O 7 wireshark WiFi33HRW3.pcapng || Packets: 1700 - Dropped: 0 (0.0%) || profile: Defauit

STEP 4
Type this in the display filter bar and press Enter:
dns.qry.name == "networkwalks.com"

You should see two packets, a query and a response.
o - 0 x|

File Edit View Go Capture Analyze Statisties Telephony Wireless Tools Help

amge BRERe==F 2T =EQaQaQHMH

M [ dns.qry.name == "networkwalks.com’|

No. Time  Source Destination Protocol Length  Info

[~ 37 1.34.. 192.168.4.3 192.168.4.1 DNS 76 Standard query 8x5al® A networkwalks.com

+ 41 2.84. 192.168.4.1 192.168.4.3 DNS 92 Standard query response @x5al@ A networkwalks.com A 192.232.216.135

> Frame 3 Packet, 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface \Device\NPF_{C194A6BB-74DA-4FE1-96E8-52CC@291915C}, id @ Geee 18 82 3d 2f 29 5F c8 b2 Ob 42 2 28 @3 @0 45 08 =/)_

> Ethernet II, Src: Intel 42:f2:2@ (c8:b2:9b:42:72:20), Dst: RuijieNetuor_27:29:5f (10:82:3d:27:29:5F) 9010 0 3z 11 42 0 00 82 11 00 €0 0 28 04 €3 c0 a8 > J .-

> Internet Protocol Version 4, Src: 192.168.4.3, Dst: 192.168.4.1 el o o o s oo R R NN 5
c e S

> User Datagram Protecel, Src Port: 62977, Dst Port: 53 ES0al oo 6b 73 03 53 6 60 60 06 1 0 61 Tks com

> Domain Name System (query)

O #  wireshark WiFi33HRW3.pcapng || Packets: 1700 - Displayed: 2 (0.1%) - Dropped: 0 (0.0%) || profile: Default
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Click the query. The Source is your laptop and the Destination is your DNS server.

File Edit WView Go Capture Analyze Statistics Telephony Wireless Tools Help
AN @9 TRREB Re=EZF 3= @ Q § I [
[.ldns.qry‘name == "networkwalks.com”
No. Time  Source Destination Protocol Length Info
= 37 1.34.. 192.168.4.3 192.168.4.1 DNS. 76 Standard query @x5al@ A networkwalks.com
<+ 41 2.84.. 192.168.4.1 192.168.4.3 DNS 92 Standard query response @x5al@ A networkwalks.com A 192.232.216.135
> Frame 37: Packet, 76 bytes on wire (688 bits), 76 bytes captured (688 bits) on interface \Device\NPF_{C194A6BEB-74DA-4FE1-96E8-52CC@291915C}, id @
> Ethernet IT, Src: Intel 42:f2:20 (cB:b2:9b:42:2:28), Dst: RuijieMetwor_2f:29:5f (10:82:3d:2¥:29:5F)
> Internet Protocol Version 4, Src: 192.168.4.3, Dst: 192.168.4.1
» User Datagram Protocol, Src Port: 62977, Dst Port: 53
v Domain Name System (query)
Transaction ID: @x5al@
> Flags: @x@188 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additicnal RRs: @
~ Queries
> networkwalks.com: type A, class IN
[Response In: 41]

Answer1: Laptop IP is 192.168.4.3
Answer2: DNS Server IP is 192.168.4.1

Now click the response. In the middle pane expand Domain Name System (response), then
Answers. The Address is the website IP.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm e 2RRE QRe=2=F 5= aqaBEH
[.ldns.qry‘nama == "networkwalks.com"

Mo. Time  Source Destination Protocol Length Info
s 37 1.34.. 192.168.4.3 192.168.4.1 DNS 76 Standard query @x5al@ A networkwalks.com
41 2.84.. 192.168.4.1 192.168.4.3 DNS 92 Standard query response @x5al@ A networkwalks.com A 192.232.216.135

Frame 41: Packet, 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface \Device\NPF_{C194AGBE-74DA-4FE1-9EB-52CC@291915C}, id @
Ethernet II, Src: RuijieNetwor_2f:29:5f (1@:82:3d:2f:29:5f), Dst: Intel_42:f2:20 (cB:b2:9b:42:¥2:28)
Internet Protocol Versien 4, Src: 192.168.4.1, Dst: 192.168.4.3
User Datagram Protocol, Src Port: 53, Dst Port: 62977
Domain Mame System (response)
Transaction ID: @x5al@
> Flags: @x818@ Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additicnal RRs: @
Queries
v networkwalks.com: type A, class IN
Name: networkwalks.com
[Name Length: 16]
[Label Count: 2]
Type: A (1) (Host Address)
Class: IN (8x@881)
Answers
> networkwalks.com: type A, class IN, addr 192.232.216.135
Reguest TIn: 37
[Time: 785.48508@ milliseconds]

Cvv v

<

<

Answer3: Website IP is 192.232.216.135

Tip: If no packet shows, close the browser fully, run ipconfig /flushdns again and capture again. Also check that Chrome Secure DNS is
off (Settings > Privacy and security > Security), because it hides the DNS query.
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STEP 5

Use this filter:

tls.handshake.type ==

This shows the Client Hello, the first packet of the secure connection. Click the one that says

SNI=networkwalks.com. Its Destination is the website IP. Expand Transport Layer Security >

Handshake Protocol: Client Hello > Extension: server_name.

Bl Edit wiew Go Coptue Analze Statistics Telephony Wireless Tools Help

A0 RRB Res=FT S Elaaany
W [tis handshake type +
_— -
No. Time Source Destination Protocol Length Info
| 462.3. 192.168.4.3 192.232.216.135 TiSvi.3 2361 Client Hello (SNI-networkwalks.com)
52 2.5.. 192.168.4.3 192.232.216.135 TLSv1.3 2361 Client Hello (SNI=networkwalks.com)
136 3.5.. 192.168.4.3 172.217.23.74 TLSv1.3 2538 Client Hello (SNI=fonts.googleapis.com)
409 4.4.. 192.168.4.3 142.251.37.136 TLSv1.3 2450 Client Hello (SNI=www.googletagmanager.com)
417 4.4.. 192.168.4.3 142.250.203.3 TLSv1.3 2468 Client Hello {SNI=fonts.gstatic.com)
474 4. 4. 197 168 4.3 147 254283 3 TISwl 3 7532 Client Hella (SNT=fant=_actatic com)

> Transmission Control Protocol, Src Port: 22815, Dst Port: 443, Seq: 1, Ack: 1, Len: 2387

[Stream index: 3]

<

Content Type: Handshake (22)
Version: TLS 1.8 (@xe3e1)
Length: 2382

<

Handshake Type: Client Hello (1)
Length: 2298

Random: e8df9ac53dff85ed8001115c53b977fBdcadasff91028b92055031b5@a3ef171
Session 1D Length: 32
Session ID: 44d2596516b38642fd17e4adal9befIc5550c53ff84c3501150abf871683d2d9
Cipher Suites Length: 32
Cipher Suites (16 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 2193
Extension: Reserved (GREASE) (len=@)
Extension: status_request (len=5)
Extension: ec_point_formats (len=2)
Extension: encrypted_client_hello (len=258)
Extension: psk_key_exchange modes (len=2)
Extension: supported_groups (len=12)
Extension: signature_algorithms (len=26)
Extension: server_name (len=21) name=networkwalks.com
Type: server_name (8)
Length: 21
¥ Server Name Indication extension
Server Mame list length: 19
Server Mame Type: host_name (@)
Server Mame length: 16

Cv v v v

[Server Name: networkwalks.com N
> Extension: versions (lens7) TIS 1.3, TIS 1.2 —
O 7 server s handshake extensions_server_name), 16 bytes Packets: 1700 - Displayed: 16 (0.9%) - Dropped: 0 (0.0%) Profile: Default

Answer4: Server Name: networkwalks.com

Then expand the Transmission Control Protocol line. The Destination Port is the Server port.
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File Edit view Go (Capture Analyze Statistics Telephony Wireless Tools Help

An 4@ BlRes=T o= QQ Q I
W [ts-handshake.type == 1
No. Time Source Destination Protocol Length  Info
46 2.3.. 192.168.4.3 192.232.216.135 TLSv1.3 2361 Client Hello (SMI=networkwalks.com)
52 2.5.. 192.168.4.3 192.232.216.135 TLSv1.3 2361 Client Hello (SNI=networkwalks.com)
136 3.5.. 192.168.4.3 172.217.23.74 TLSv1.3 2538 Client Hello (SNI=fonts.googleapis.com)
409 4.4.. 192.168.4.3 142.251.37.136 TLSv1.3 2450 Client Hello (SMNI=www.googletagmanager.com)
417 4.4.. 192.168.4.3 142.250.203.3 TLSv1.3 2468 Client Hello (SMI=fonts.gstatic.com)
47204 4. 192 168 _ 4 3 147 250.783 3 TISw1 3 2532 Client Hella (SNT=fonts_sstatic.com)

> Frame 46: Packet, 2361 bytes on wire (18888 bits), 2361 bytes captured (18888 bits) on interface \Device\NPF_{C194A6BB-74DA-4FE1-96E8-52CC0291915C}, id @
> Ethernet II, Src: Intel_42:f2:20 (c8:b2:9b:42:f2:20), Dst: RuijieNetwor 2f:29:5f (10:82:3d:2f:29:5f)
» Internet Protocol Version 4, Src: 192.168.4.3, Dst: 192.232.216.135
¥ Transmission Control Protocol, Src Port: 22815, Dst Port: 443, Seq: 1, Ack: 1, Len: 2307
Source Port: 22815
[Destination Port: 443
[Stream index: 4]
[Stream Packet Number: 4]
> [Conversation completeness: Incomplete, DATA (15)]
[TCP Segment Len: 2387]
Sequence Number: 1 (relative sequence number)
Sequence Mumber (raw): 3318511513

Answer5: Server Port is 443

Tip: If the Protocol column says QUIC, this is normal. Chrome uses QUIC (HTTP/3) on port 443 for some sites. The filter still works. If

you see no packet, try the same steps in another browser.

STEP 6

Apply this filter:

tls.handshake.type == 2

This shows the Server Hello, the reply from the website. Pick the one where the Source is the

website IP from Step 4.

Look at the Protocol column. It shows the TLS version.

Fle Edit Yiew Go Capture @nalyze Statistics Telephony Wreless Tools Help
Am @ BRE Qe==FTis =S Qqaidf
LI -=2 [BED -]+
No. Time Source Destination Protocol Length Info
512... 192.232.216.135 192.168.4.3 TLSV1.3 308 server Hello, Change Cipher Spec, Application Data, Application Data
63 2. 192.232.216.135 192.168.4.3 TLSV1.3 308 Server Hello, Change Cipher Spec, Application Data, Application Data
206 3... 172.217.23.74 192.168.4.3 TLSV1.3 1466 Server Hello, Change Cipher Spec
208.42.169 TLSV1.3 1429 server Hello, Change Application Data
.250.203.3 5 TLSV1.3 1466 Server Hello, Change
172.217.112.4 192.168.4.3 TLSV1.3 1466 Server Hello, Change Cipher Spec
67.23.251.4 192.168.4.3 TLSVL, 3 292 Server Hello, Change Cipher Spec, Application Data, Application Data
e 172.217.112.4 192.168.4.3 TLSV1.3 1466 Server Hello, Change Cipher Spec
. 67.23,251.4 192.168.4.3 TLSVL. 3 292 Server Hello, Change Cipher Spec, Application Data, Application Data
142.251.151.119  192.168.4.3 QuIc 1292 Initial, ScID=feba3dbbfeccfeda, PKN: 6, CRYPTO, PADDING
142.250.202.134  192.168.4.3 TLSV1.3 1466 Server Hello, Change Cipher Spec
104.20.42.169 192.168.4.3 QuIc 1242 Initial, SCID=91482a1b1869abcdee48391be9693acdeesso12s, PKN: 2, CRYPTO
172.66.161.212 192.168.4.3 QuIC 1242 Protected Payload (KP@)
104.20.42.169 192.168.4.3 TLSV1.3 1586 Server Hello, Change Cipher Spec
> Frame 51: Packet, 308 bytes on wire (2464 bits), 308 bytes captured (2464 bits) on interface \Device\NPF_{C194A6BB-74DA-AFE1-96E8-52CC0291915C}, id @ 0020 04 @3 01
> Ethernet II, Src: RuijieNetwor_2f:29:5f (10:82:3d:2f:29:5f), Dst: Intel_42:f2:20 (c8:b2:9b:42:f2:20) e1 e2 sf
Internet Protocol Version 4, Src: 192.232.216.135, Dst: 192.168.4.3 0 @3 5d le
Transmission Control Protocol, Src Port: 443, Dst Port: 22815, Seq: 1, Ack: 2388, Len: 254 E ;; 493
Transport Layer Security of ac s5
d2 do 13
© 7 Destination Port (icp.dstport), 2 bytes Packets: 1700 - Displayed: 16 (0.9%) - Dropped: 0 (0.0%) Profile: Default

Answer6: TLS version is TLSv1.3
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© All Rights are reserved, Networkwalks
Contact us today for your Cybersecurity & Network consultancy or your next training course & certification on
Cisco CCNA, Cybersecurity, Ethical Hacking, Python programming, Linux & Al.

» +27766222218 | +27 788220 600

Leave your feedback at: info@networkwalks.com. Your technical questions, comments & suggestions are always Welcomed.
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